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Topics

·
D

ynam
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able devices

·
T

he advantage of interrupts

·
Sm

art devices and further im
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ents in I/O
 perform

ance
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D

irect m
em
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B
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Introduction

•
T

his chapter discusses

−
interrupt driven

I/O

−
how

 device driver
softw

are in the O
S interacts w

ith an
external device
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I/O
 P

aradigm
s

•
W

e
hav e

seen that processor issues fetch and store operations
to bus addresses

•
U

nansw
ered questions

−
w

hat control operations should each device support?

−
H

ow
 does application softw

are running on the processor
access a given

device w
ithout understanding the hardw

are
details?

−
can the interaction betw

een a processor and I/O
 devices

affect the overall system
 perform

ance?
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P
rogram

m
ed I/O

•
T

he early com
puters took the approach

−
C

PU
 handles all the details

−
external device has digital circuit that controls the
hardw

are in response to fetch and store operations

−
device consists of digital circuits

−
device consists of no intelligence

−
C

PU
 issues the com

m
ands and controls device operations

using fetch and store instructions

•
In

the above case, the I/O
 is said to be program

m
able
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Synchronization

•
N

onintelligent devices can’trem
em

ber com
m

ands, each
com

m
and is executed by the device w

hen the processor sends
the com

m
and.

•
Processor operates m

uch faster than an I/O
 device

•
Program

m
ed I/O

 needs synchronization, the processor m
ust

interact w
ith device to determ

ine w
hen the device is ready for

another com
m

and

B
ecause a processor operates orders

ofm
agnitude faster

than an I/O
 device,pro gram

m
ed I/O

 requires the processor to
synchronize w

ith the device that is being controlled
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P
olling

•
O

ne w
ay to synchronize is polling

−
processor repeatedly asks the device w

hether an operation
has been com

pleted, before the processor starts the next
operation.

•
Softw

are for polling

−
polling uses a fetch operation

−
one or m

ore addresses assigned to the device correspond
to the status inform

ation

−
w

hen the processor fetches a value from
 the address, the

device responds by giving its current status
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P
olling E

xam
ple

A
d

dresses 
O

peration
M

eaning
0

through 3
store 

N
onz

ero
s

tar ts
paper ad

va
nce

4
through 7

store 
N

onz
ero

s
tar ts

head m
o

ving to beginning of line
8

through 11
store 

C
haracter

to print (lo
w

-order b
yte)

9
through 12

store 
N

onz
ero

s
tar ts

ham
m

er striking
13 through 16

fe
tc

h
B

usy: nonz
ero

w
hen de

vice is b
usy

•
E

xam
ple of a specification that show

s how
a

device uses the
fetch-store paradigm

 to allow
the processor to control the

device or determ
ine the current status (T

he specification is
for an im

aginary printing device).
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C
ontrol A

nd Status R
egisters

•
C

ontrol A
nd Status R

egisters (C
SR

s) refer to the set of
addresses that a device uses.

−
control register: contiguous set of addresses that respond
to store operation

−
status register: contiguous set of addresses that respond to
a

fetch operation
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P
rocessor U

se A
nd P

olling

•
A

dvantage of program
m

ed I/O

−
inexpensive,as

they
don’tcontain sophisticated digital

circuits

•
D

isadvantage of program
m

ed I/O

−
com

putation overhead, each step requires the processor to
interact w

ith the I/O
 device
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W
hy

is
P

olling U
ndesirable?

B
ecause a typical processor is m

uch
faster than an I/O

 device,
the speed of a system

 that uses polling depends only on the speed
of the I/O

 device; using a fast processor w
ill not increase the rate

at w
hich

I/O
 is perform

ed.

•
Faster processor m

erely w
astes m

ore cycles w
aiting for an

I/O
 device
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D
ifferent G

enerations of C
om

puters

G
eneration 

D
escription

1
V

acuum
 tubes used to b

uild digital cir
cuits

2
Transistor

s
u

sed to b
uild digital cir

cuits
3

Interrupt m
ec

hanism
 used to contr

ol I/O

•
T

hree generations of com
puter system

s and characteristics of
each

C
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Interrupt D
riven

I/O

•
A

llow
a

processor to continue to perform
 com

putation w
hile

an I/O
 device operates.

•
C

hanges are needed in the follow
ing

−
I/O

 device hardw
are

−
bus architecture

−
processor A

rchitecture

−
program

m
ing paradigm
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Interrupt D
riven

I/O

•
I/O

 device hardw
are

−
I/O

 device m
ust operate independently once it has

started.

−
m

ust inform
 processor after com

pletion

•
B

us architecture

−
allow

tw
o-w

ay com
m

unication betw
een processor and

device

•
Processor A

rchitecture

−
processor need s m

echanism
 to tem

porarily stop norm
al

processing and handle a device

C
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Interrupt D
riven

I/O

•
Program

m
ing paradigm

−
shift from

 synchronous to asynchronous m
ode

−
synchronous: program

m
er specifi

es each step of the
operation an I/O

 perform
s

−
asynchronous: program

m
er w

rites code to handle events

C
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A
H

ardw
are

Interrupt M
echanism

A
n interrupt m

echanism
s tem

porarily borrow
s the processor to

handle an I/O
 device.W

hen an interrupt occurs, the hardw
are

saves the state of the com
putation, and restarts the com

putation
w

hen interrupt processing finishes.

C
S250 -- Part IV

18
D

r.R
ajesh Subram

anyan, 2005



Interrupts and the F
etch-E

xecute C
ycle

•
Interrupts are im

plem
ented by m

odifying the fetch-execute
cycle as show

n below
.

•
I/O

 hardw
are does not actually interrupt a processor!
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Interrupts and the F
etch-E

xecute C
ycle

•
C

ause the printer to advance the paper

•
Poll to determ

ine w
hen paper has advanced

•
M

ove the print head to the beginning of
the line

•
Poll to determ

ine w
hen the print head

reaches the beginning of the line

•
Specify a character to print

•
Poll to determ

ine w
hen the

character is locked in position

•
C

ause the ham
m

er to strike
the character

C
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•
Poll to determ

ine w
hen

the ham
m

er is fi
nished

striking

T
he fetch-execute cycle used w

ith a processor that uses inter-
rupts. T

he processor tests for interrupts before each instruction.
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H
andling and Interrupt

•
Fiv e

steps that processor hardw
are perform

s to handle an
interrupt. T

he steps are hidden from
 a program

m
er

−
sav e

the current execution state

−
determ

ine w
hich device interrupted

−
call the procedure that handles the device

−
clear the interrupt signal on the bus

−
restore the current execution state
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Interrupt V
ectors

•
H

ow
 does the processor know

w
hich device is interrupting?

−
processor sends special com

m
and over

bus to determ
ine

w
hich device needs service

−
only one device can respond at a tim

e. D
evice has a

unique num
ber w

hich is sent in the m
essage

•
Interrupt vector

−
an

array of pointers indexed
by

device num
ber.

−
pointer points to the softw

are w
hich handles the device

−
softw

are is called interrupt handler

C
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Interrupt V
ector

•
C

ause the printer to advance the paper

•
Poll to determ

ine w
hen paper has advanced

•
M

ove the print head to the beginning of
the line

•
Poll to determ

ine w
hen the print head

reaches the beginning of the line

•
Specify a character to print

•
Poll to determ

ine w
hen the

character is locked in position

•
C

ause the ham
m

er to strike
the character

C
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•
Poll to determ

ine w
hen

the ham
m

er is fi
nished

striking

Illustration of interrupt vectors. E
ach vector points to code that

serves as an interrupt handler for the device.
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E
nabling and D

isabling Interrupts and Initialization

•
H

ow
 are values installed in interrupt vector table?

−
neither processor nor device hardw

are enters or m
odifi

es
the table.

−
both assum

e vector table has been initialized.

•
H

ow
 to

ensure interrupts don’toccur before table is
initialized

−
processors start in interrupt disabled m

ode.

−
after operating system

 has initialized the vector,softw
are

m
ust execute instruction to enable interrupts
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P
rev enting Interrupt C

ode from
 being Interrupted

•
H

ow
 to

prevent a second device from
 interrupting w

hen
processor is handling an interrupt ?

−
policy

that disables interrupts once one interrupt occurs

−
interrupts enabled after processor returns from

 previous
interrupt
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M
ultiple L

evelof
Interrupts

•
H

ow
 to

deal w
ith devices that need interrupts to be serviced

in a short tim
e, devices that don’tneed service im

m
ediately,

devices that take
long to service and so on ..

•
Solution: M

ultiple levelinterrupts or m
ultiple interrupt

priorities

W
hen operating at priority level K

, a processor can only be
interrupted by a device that has been assigned to level K

+
1

or higher

A
processor that has interrupt priority levels zero

through N
and uses zero

for application program
s can have up to N

interrupts in progress at a tim
e.H

ow
ever,only one interrupt

can be in progress at any given priority level

C
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A
ssignm

ent of Interrupt V
ectors and P

riorities

•
Fixed, m

anual assignm
ent

−
person confi

gures, interrupt vector addresses is entered by
setting sw

itches

−
used on sm

all em
bedded system

s

•
A

utom
ated assignm

ent

−
processor uses bus during boot tim

e to determ
ine w

hich
devices are attached. Processor assigns interrupt vector
and priority for each device.

−
used on general purpose system

s
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D
ynam

ic B
us C

onnections and P
luggable D

evices

•
W

hat about devices that can be dynam
ically attached and

detached?

•
U

niversal Serial B
us (U

SB
): perm

its user to plug device
anytim

e

•
U

SB
 assigned a interrupt vector and handler placed in

m
em

ory.U
ses a secondary handler after a device is attached.
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A
dvantage of Interrupts

A
com

puter that uses interrupts is both easier to program
and

offers
better I/O

 perform
ance than a com

puter that uses polling.
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Sm
art D

evices

•
To

im
prove perform

ance beyond that of a basic interrupt

•
M

ore digital logic in I/O
 device, less dependency

on
processor - sm

art device.

•
Processor requests a

read
operation by specifying

the location on the disk and the location in m
em

ory

•
D

isk perform
s all steps of the operation and

interrupts w
hen the operation com

pletes

E
xam

ple of the interaction betw
een a dum

b disk device and a
processor.T

he processor controls each step of the operation.

C
S250 -- Part IV

30
D

r.R
ajesh Subram

anyan, 2005



Sm
art D

evices

data b
uffer 1

data b
uffer 2

data b
uffer 3

address passed
to device

E
xam

ple of the interaction betw
een a sm

art disk device and a
processor.T

he disk device perform
s individual steps of the

operation w
ithout interrupting the processor.
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D
irect M

em
ory A

ccess

A
technology know

n as direct m
em

ory access (D
M

A
) allow

s a
sm

art I/O
 device to access m

em
ory directly.A

device that uses
D

M
A

 can transfer data betw
een the device and m

em
ory w

ithout
using the processor.
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B
uffer C

haining

•
Packet arrives

in
bursts: several packets arrive back-to-back

w
ith m

inim
um

 tim
e betw

een packets

•
B

uffer chaining solves above problem

•
Processor allocates m

ultiple buffers and creates a linked list
in m

em
ory.

data b
uffer 1

data b
uffer 2

data b
uffer 3

R
W

R
17

29
61

address passed
to device

A
processor passes a list of buffers to a sm

art I/O
 device, and

the device fi
lls each buffer on the list w

ithout w
aiting for the

processor.
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Scatter R
ead and G

ather W
rite O

perations

•
Scatter read: divide a large block of com

ing data into
m

ultiple sm
all buffers

•
G

ather w
rite: com

bining data from
 m

ultiple sm
all buffers

into a single output block
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O
peration C

haining

•
B

uffer chaining handles situations in w
hich given

operation
is repeated over

m
any

buffers.

•
Further optim

ization is possible w
here device can perform

m
ultiple operations

•
Start another operation as soon as current operation
com

pletes: this technology is called operation chaining
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O
peration C

haining

bu
s

processor
m

em
or y

1
m

em
or y

2
de

vice
1

de
vice
2

Illustration of operation chaining. E
ach node specifi

es an
operation (R

 or W
), a disk block num

ber,and a buffer in
m

em
ory.
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Sum
m

ary

•
Tw

o paradigm
s are used to handle I/O

 devices: program
m

ed
I/O

 and interrupt driven
I/O

•
Program

m
ed I/O

 needs processor to handle each step of
operation; as the processor is faster,itm

ust w
ait for the

device.

•
In

interrupt driven
I/O

 device can com
plete operation before

inform
ing the processor.Processor tests for interrupt during

the fetch-execute cycle.

•
Sm

art I/O
 devices contain additional logic that allow

s them
to perform

 a series of steps w
ithout assistance from

processor.

•
Sm

art devices uses buffer and operation chaining to further
optim

ize perform
ance
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